Scoping Form and Questionnaire[image: ]

Customer Information:
Name -  Click or tap here to enter text.

Site Address - Click or tap here to enter text.

Who is the primary point of contact? -
Click or tap here to enter text.

Service(s) Requested
☐ Education Package     ☐ Internal
☐ External    ☐ Wireless    ☐ Web App
☐ Phishing Campaign  ☐ Cloud Security Assessment

Testing Type and Privilege Escalation
☐ Grey Box    ☐ White Box    ☐ Black Box
☐ Unauthenticated   ☐ Authenticated
☐ Opt-In   ☐ Opt-Out   ☐ Notify before continuing

Testing window
Estimated Start Date: Click or tap here to enter text.

Estimated End Date:  Click or tap here to enter text.

☐ During business hours. Please specify -
     Click or tap here to enter text.

☐ After business hours. Please specify -
     Click or tap here to enter text.

☐ During a scheduled maintenance window. Please specify -
      Click or tap here to enter text.

What are your goals for this test?
     Click or tap here to enter text.
Are you looking to satisfy any compliance?
     Click or tap here to enter text.

How many IP’s need to be tested?
     Click or tap here to enter text.

What type of services are on these IP’s?
      Click or tap here to enter text.
Is there any Cloud Infrastructure or Services? Please describe!
     Click or tap here to enter text.
How many domains? Subdomains?
     Click or tap here to enter text.


Comments about the domains?
     Click or tap here to enter text.
Are there any specific security concerns in your environment?
     Click or tap here to enter text.
Can we attempt to login to accounts that are in scope?
☐ Yes    ☐ No

Is there anything or anybody out of scope?
     Click or tap here to enter text.
Would you like us to validate remediation with a retest?
☐ Yes    ☐ No

Would you like us to validate any findings from a previous pentest you conducted?
☐ Yes    ☐ No


How many applications will be tested?
     Click or tap here to enter text.
How many combined pages for the application(s)?
     Click or tap here to enter text.
Does the application have a backend database?
☐ Yes    ☐ No
Do clients external to the organization log into the application?
☐ Yes    ☐ No
Is the application internet facing?
☐ Yes    ☐ No

Does the application have multi factor enabled?
☐ Yes    ☐ No
Aside from standard User and Administrator, are there various levels of permissions?
☐ Yes    ☐ No

Does the application(s) have an integrated API?
☐ Yes    ☐ No
If so, is this API accessed by third parties? Do you have API documentation?
☐ Yes    ☐ No




Last Tower Solutions will test two non-administrative levels of access. If applicable, how many additional levels of access require testing?
     Click or tap here to enter text.

Does the production application house PII?
☐ Yes    ☐ No
Many times Last Towers will acquire the ability to extract sensitive data (e.g., PII) from an application. If applicable, will the testing need to be paused for an immediate code change?
☐ Yes    ☐ No
If code changes are applied, do they need to be verified?
☐ Yes    ☐ No

Will the test be conducted in a development environment or on a production system?  If production, will test data be provided?
☐ Development    ☐ Production

☐ Yes    ☐ No

Does the client require a retest of medium to critical findings after the report has been delivered and the client has remediated the issues?
☐ Yes    ☐ No
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